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Helpful Hints to Use When Working with Computers
* Review your organization’s policies on using computers.
e E-mail is not for personal use.

* Never share or open attached files from an unknown

source.

e Never send confidential resident information in an e-mail

unless it is encoded.

* Always double-check the address line of an e-mail before
you send it. If you use a password to access the organiza-
tion’s computer system, never share your password or log

on to the system under someone else’s password.
* Always keep computer screens pointed away from the public.

* Never remove computer equipment, disks, or software

from the facility unless you have permission.

Exceptions to the rule

The rule is that in no case should you release confidential
resident information outside the nursing facility or discuss
it with anyone ifiitlis'not neededfortreatment, billing, or

operations. That's important to remember. But there are

©2002 Opus Communications, a division of HCPro." Unauthorized duplication'is prohibited. 27
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Final Exam

1. Which area is not addressed by HIPAA?

a. Insurance portability

b. Accreditation by the Joint Commission on Accreditation
of Healthcare Organizations (JCAHO)

c. Fraud enforcement

d. Administrative simplification

2. What are considered “covered entities” under HIPAA?
. Hospitals

. Hospitals and payors
. Most providers, clearinghouses, and most health plans

o O T o

. Only nursing homes, home health agencies, and hospitals
3. What are the two kinds of sanctions under HIPAA?

. Egregious and inadvertent
. Criminal and civil
. Warranted and unwarranted

o O T o

. Security and privacy

4. Which organization has been charged with enforc-
ing HIPAA’s Privacy Regulation?

a. The Joint Commission on Accreditation of Healthcare
Organizations

b. The Office for Civil Rights

c. The Healthcare Financing Administration

d. The Federal Bureau of Investigation

©2002 Opus Communications, a division of HCPro." Unauthorized duplication'is prohibited. 33
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5. What kind of personally identifiable health information
is protected by HIPAA'’s privacy rule?

a. Paper

b. Electronic

c. The spoken word
d. All of the above

6. Under HIPAA, what is an example of a “healthcare
operation”?

. Some fundraising activities
. Medical record reviews

. Billing

. Accreditation surveys

. All of the above

o O 0O T o

7. What does HIPAA say about faxing resident information?

. It can be done only among providers.
. All resident information must be de-identified.
. It is not allowed.

o 0O T o

. None of the above.

8. Which of the following are some common features
designed to protect confidentiality of health information
contained in resident medical records?

a. Locks on medical records rooms
b. Passwords to access computerized records

34 ©2002 Opus Communications; adivision of HCPro: Unauthorized duplication is prohibited.
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c. Rules that prohibit employees from looking at records
unless they have a need to know
d. All of the above

9. In which case is it acceptable for a nursing home
to release information without a resident’s permission?

a. When the resident is under sixteen years old

b. When the person requesting the information is a spouse,
parent, or sibling

c. When a provider suspects abuse

d. None of the above

10. When is the resident’s authorization to release
information required?

a. In most cases, when resident information is going to be
shared with anyone for reasons other than treatment, pay-
ment, or healthcare operations

b. Upon admission to a hospital

c. When resident information is to be shared among two or
more clinicians

d. When resident information is used for billing a private
insurer

11. Confidentiality protections cover not just a resi-
dent’s headlth-related information, such as his or her
diagnosis, but also other identifying information such as
social security number and telephone numbers.

True or false?

©2002 Opus Communications, a division of HCPro." Unauthorized duplication'is prohibited. 35
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12. If you suspect someone is violating the organiza-
fion’s privacy policy, you should

a. confront the individual involved and remind him or her of
the rules

b. watch the individual involved until you have gathered evi-
dence against him or her

c. report your suspicions to the organization’s privacy or com-
plaint officer, as outlined in your organization policy

13. Computer equipment that has been used to store
resident health information must undergo special pro-
cessing fo remove all tfraces of information before it can
be disposed of.

True or false?

14. When disclosing resident information to another
provider for the provision of treatment, should you limit
the information you provide?

* No, you should provide whatever information the other
provider requests.

* Yes, you should provide only the minimum amount of infor-
mation necessary for treatment. You don’t have to limit infor-
mation for treatment under HIPAA. However, good practice
and most policies today still say consider what's being asked.
(e.g, Don’t send the whole record if only the current medical
problem is involved.)

36 ©2002 Opus Communications; adivision of HCPro: Unauthorized duplication is prohibited.
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