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Kate Borten, president of TheMarblehead Group, offers a unique blend

of technical and ma ise, information security and pri-

vacy knowledge, ang rstanding of the healthcare in-

dustry. Her companys founded in 1999, serves the full spectrum of

covered entities and respect to under-

standing privacy and security regulations, establishing and enhancing

their formal privacy and security programs, and assessing risk and
regulatory complia
Borten has more than 20 years of ex igning, implementing,
and integrating healthcare informati world-renowned
medical facilities, includi setts General Hospital, where
she was responsible

Marblehead Group,

CareGroup, Inc., where she established a comp

e founding The
orten served as chiet information security officer at

ensive information

security program that encompassed within this major Boston-

area integrated healthe She is an internationally
certified informatio 1, an Information Systems
Security Association (ISSA’ ber, and a member of the New
England chapter’s board of directors. She red health sector
information security and_pri i ferences and frequently

speaks on these topi
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Intended Audience
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This handbook explains the Healt

ability Act of 1996 (

surance Portability and Account-

7 Rules as applicable
and relevant to physicians. It also addresses the Health Information
ITECH) Act of 2009

tification provisions and the 2013 Modi-

Technology for Eco

privacy, security, an
fications to the HIPAA Privacy, nforcement, and Breach
Notification Rules under the Health Infor Technology for Eco-
nomic and Clinical Health Act etic Information Nondis-
crimination Act (O . The intended audience includes

the following:

* Medical staff physicians

¢ Licensed heal
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Learning Objective

After reading this handbook, you should be abléfto do the following:

e Describe how the HITECH Act affects red entities and

business asso

* Summarize how atient privacy while providing

clinical care

* Explain patienfights in regafdito their medical information

* Determine when disclosures of protected health information are

acceptable an

* Protect confiden information by following proper

security procedures in the or

e Create CECCtiVC passwo

is protected by HIPAA

* Know how to identify a suspected privacy and

security violagi

© 2013 HCPro, Inc.
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HIPAA Basics

What is HIPAA?

HIPAA is a broad 1996 federal law that establishes basic privacy

protections to whic riginal goal was to
make it easier for people to move from one health insurance plan to
another as they changeg ome unemployed. The law also
requires that commg sactions, such as claims, be in a

standard format for e zations and payers.

What are the HI Rule?

The American Recovery and Reinvestment Act of 2009 includes a subset
called the HITEC

heightened enforcement

des provisions for
d stiffer penalties for privacy and
security violations. It also expands t rivacy and Security

Rules to strengthen patient privacy. lude the following:

* Increasing HI atient rights regarding control of their

 Limiting use of protected healthaf for marketing purposes

* Making business associate iable for complying with

relevant parts of the Security, Privacy, aidiBreach Notification

Rules (while remadsing contr le to covered entities)

© 2013 HCPro, Inc.
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The 2013 Omnibus HITECH Act’s
provisions, as well as additional changes and protections for patient
information. The enforcement date is Septem 3, 2013.

HIPAA and you

Physicians are privy to more confidential health information than

perhaps anyone else in ization. HIPAA calls upon physicians

to keep patient infoy ial. Many hospitals have amended

their medical bylaw fidentiality protections.
Physicians should b
them if necessary to comply with hospital policy and HIPAA’s privacy

tion habits and change

and security regulatj

Terms You Should Know

Covered entities

d Omnibus Rules

s include health plans, healthcare

HIPAA Privacy, Se

apply to all covered entities

clearinghouses, and most provider organizatiem8¥such as physician
practices, therapists, dental pracgi als, ambulatory facilities,
skilled nursing facil g encies, and pharmacies. The
organization you wot

All HIPAA covered entities must comply w >se rules or face civil

ies.

and even criminal pena

© 2013 HCPro, Inc.
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Protected health

HIPAA sets rules for when and how patients’ ected health informa-

tion or PHI may be used and released. PHI in¢ludes any information

that can be linked to a specific patient. PHI ¢ ke any form. It can be
electronic, written,
PHI may include obvio ers such as name, medical record
number, or insuran bscriber number. But information without
obvious identifiers e patient. For example, if only
one patient underws ocedure this week, the procedure

would be enough to Id be PHI.

PHI includes demo

financial and health

tient, as well as

ion 1 it can be [inked to a specific patient.
PHI includes billing inform nce eligibility or coverage, the
reason a person is sick or in the hospital, ts and medications a
patient may receive, test results, a rvations about a patient’s
condition, informatio ealth conditions or treatments, and
discharge planning le explicitly adds to
the definition of PHI genetic information about individuals and their

family members.

Business associ

A business associate (BA) is tity that performs certain

re of PHI on behalf

ave BA contracts protecting

functions or activities involving the use

a CE. CEs

of, or provides services to,
PHI as specified by
by the Omnibus R

Rules and amended

s most CEs to revise

© 2013 HCPro, Inc.
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their BA contracts organization must

ensure that BAs sign these contracts before being permitted access to

your PHI.

The types of functions or activities that ma

BA include, but are

a person or entity a
iption, collections,
information technology (IT) services, document and data disposal, legal
services, managemen ion, accreditation, e-prescribing

gateways, health inf] tions, and patient safety

organizations.

Need to know/mir

Only those individ o know” to perform
their jobs are permi . HIPAA requires

healthcare workers to access release only the minimum

HIPAA does not requi ¢ practitioners to meet the minimum

necessary standard ent was excluded so

information about them. Degi information can be exchanged

for treatment purpo he healthcare practitioner’s

However, this does not mean that healthcare practitioners should
exchange patients’ ful i ent purposes. For

example, if a prima ici t to a specialist, it is

© 2013 HCPro, Inc.
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likely not appropria al record with the

specialist. Only share that information which is pertinent.

Even physicians don’t need to know ev

As a physician, you HI every day. How-

paper files or compugers HIPAA requires that you only access
records of patients ing or consulting and only the

information about t you need to perform your role.

Case scenario #1: Celebrity sighting

The shortstop for th

facility for an out-
patient procedure on his e is there for approximately 12 hours.
During a break in the physicians’ lou ounter the physician
who is treating the patient , you are chatting about the
famous patient and delighted to learn was

a success. As you ar , you think about the

o anything wrong?

@) Did you 2
Yes. You did
m details about the patient’s statt

You shouldn’t ask, and your colleague shouldn’t volunteer information

bout the procedure or any other

form your own work.

about this patient.

© 2013 HCPro, Inc.
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Because you aren’t violated the “need to

know” principle. Your interest was the same as anyone’s, simply human

curiosity, but HIPAA would consider this a priy@ty violation even

though you may think the conversation was hagmless.

Privacy

Patients receiving me t privacy whether they are in a
hospital, a physicia bry, or another setting. They

s or caregivers away from the
heir PHI will not be

shared with individuals who don’t have a need to know.

expect to interact w

public whenever pos

Use and Release of

Treatment, payment, and healt

HIPAA is not intended to inte oviding patient care or

receiving payment f ore, HIPAA permits physicians to use
and release PHI for g patient permission.
The most common reason is for healthcare professionals to provide

treatment. In addition, obtaining pay performing certain
healthcare operations, such on and peer review, are also

permitted without a

Other PHI releases not requiring pe

In addition to treatme are operations, HIPAA
permits certain rele i nd emergency

response purposes,

© 2013 HCPro, Inc.
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This handbook, which provides fundamental privacy and security training for new and
seasoned staff, is updated to reflect the Modifications to the HIPAA Privacy, Security, Enforce-
ment, and Breach Notification Rules under the Health Information Technology for Economic
and Clinical Health Act and the Genetic Information Nondiscrimination Act (also known as
the Omnibus Rule). It includes scenarios that depict workplace practices specific to staff and
settings to educate them about their role in protecting patient health information. A quiz and
certificate of completion help ensure that your staff understands what the law requires.

This is one in a series of HIPAA handbooks for healthcare workers in a variety of roles

and settings and business associates to help ensure their compliance with the requirements
of the new Omnibus Rule. Other handbooks in the series are tailored for the following
members of the healthcare team:

e Behavioral health staff * Home health staff

® Business associates e Long-term care staff

e Coders, billers, and HIM staff ¢ Nursing and clinical staff

e Executive, administrative, and e Nutrition, environmental services, and
corporate staff volunteer staff

® Healthcare staff * Registration and front office staff

Need to train your entire team or organization?
Volume discounts are available for bulk purchases. Please call 877-233-8828 for more
information.

Blend handbook training with our HIPAA Privacy and Security eLearning Library
HCPro's HIPAA elLearning courses are updated to reflect the new provisions set forth in
the HIPAA Omnibus Rule. Visit us at www.hcmarketplace.com, call 877-233-8828, or email
esales @hcpro.com for more information on our other training resources.
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