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Intended Audience
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You work for an org@flization that i§idesignated as a business associate

(BA) of one or mord and Accountability

Act of 1996 (HIPAA) covered entities (CE) or of another BA. This

means your organiz r or on behalf of a

healthcare provider irectly or indirectly, and that service

involves access to protected he

Many kinds of organizations ¢ ated as BAs, including

the following:

* Certain consulting firms
* Coding and billing servi
* Transcription
* Collection agencies

¢ Record/data sto nd disp ies
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e Certain attor

e Professional management services

e FElectronic health record vendors

management and support

e E-prescribing gateways
* Datient safety

e Accreditation agencies

Learning Objectives

After reading this h o do the following:

e Understand what HIPAA and the
Technology for Ecoa ical Health (HITECH) Act

are Information

eir workforce

¢ Understand what constitutes p health information

* Protect patient priyacy while BA-related tasks

© 2013 HCPro, Inc.
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* Recognize th res of protected

health information

* Identify safe ways to handle email and faX€s containing PHI

* Protect prote nside the organization

and off-site

e Create effectivg otect electronic information

HIPAA, the HITECH/Act, and Omnibus Rule Overview

HIPAA requires privacy and security protections for individually

identifiable patient and health plan member information or protected

health information. rity Rules require CEs

to have special contracts s to pass on many of these

obligations, making BAs contractua

ment Act of 2009 includes a
irect liability to BAs

The American Recovery
subset called the H
for compliance with ecurity Rule and certain portions of
HIPAA’s Privacy and Breach Notification
HITECH Act, the U.S. Deparua
(HHS) could enforce
BAs have both dire

liability to the CE with whic o contract.

ntil enactment of the

alth and Human Services
ce with HIPAA rules. Now

al government and contractual

The 2013 Modifications

and Breach Notific nformation

© 2013 HCPro, Inc.
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Technology for Eco t and the Genetic
Information Nondiscrimination Act (Omnibus Rule) makes BAs

directly liable for the following:

* Failure to comply with the HIPAA Sec Rule

* Uses and disclosures of protected health information that are

impermissible a he HIPAA Privacy Rule

* Failure to pro ronic protected health

information the individual who is the subject

of the protect he relevant CE on

* Failure to pro protected health

information disclosu ired by the Privacy Rule

¢ Failure to provide breach notific uired by the Breach

Notification Rule

* Failure to pro ion to HHS when

required by an investigation or to determine the BA’s compliance

The HITECH Act furtherd

ment of HIPAA ang oncompliance and privacy and

sions for heightened enforce-

security violations. It alsG'%8 5 ral law to require notification

The 2013 Omnibus e HITECH Act

requirements and g

© 2013 HCPro, Inc.
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Rule expands the d of a BA’s downstream

subcontractors with access to protected health information. BAs gener-

ally are required to pass along the same contra@tial obligations and

limits to its downstream subcontractors that ighas to its upstream BAs
or CEs. Note that the Omnibus Rule revises s required language in
BA contracts.
Your organization m IPAA-compliant BA contracts are
signed before permi on or entity to have access to
protected health in h you are responsible. Contracts
must specify thats ¢ if they subcontract. If
a subcontractor discove ident or breach, the

incident must be reported up the chain to the affected CEs.

HIPAA and you

As a BA, you might have access to protec h information, you

might have a business need to di ed health information
with colleagues and thi , and you might communicate with
patients or health p rs of their families.
The HITECH Act and Omnibus Rule changes make understanding

HIPAA privacy and security requireme larly important.

Terms You Should

Protected health information o

HIPAA and your organization’ stablish rules for when
and how protected i y be used and released.

So it is essential to

© 2013 HCPro, Inc.
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PHI includes any i to a specific patient or

health plan member. PHI can take any form. It can be electronic,

written, or spoken.
PHI may include obvious identifiers such as n , medical record
number, or insuran r, information without
obvious identifiers can still point to one individual. For example, if only
one patient underwen medical procedure this week, the
procedure would be y that patient and would be PHI.
Alternatively, if only
New York City, this

enough to identify

ember is a goat herder residing in

esidence would be

PHI includes demo atient, as well as finan-

cial and health inform be linked to a specific patient. PHI
includes billing and insurance cla ion, insurance eligibility
and coverage, the reason a person is sic hospital, treatments
and medications a patient est results, photographs and
radiology images, a servations about a patient’s condition,
information about ents, discharge
planning information, and more. The OmnibugdRule explicitly adds

genetic information about individ amily members to the

definition of PHI.

Minimum necessary/ne

HIPAA requires that BAs follow the principle inimum necessary

when using, disclosin reques herwise, it is an

impermissible use,

© 2013 HCPro, Inc.
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Only individuals wi w” to perform their

jobs may have access to PHI. Furthermore, individuals with access to

PHI may access and release only the minimu cessary PHI to

perform their jobs.
Your use and disclos ith your organization’s
BA contracts. BA contracts specify which functions or services your

organization is perfo

PHI. Other than pe

our organization in contact with
ctions or services, there are

limited other purpo
or disclose PHI. Yo

as permitted by you

organization is permitted to use
and release PHI only
d' policies.

Ask yourself the fol cess any patient

information:

ith HIPAA and our BA contracts?

Ensure that you release only necessary PHI in response to
a request or to serve a particular purpose ou release PHI, even if
another party has requested more PHI r organization is responsible
if the PHI is excessiy, i necessary principle is

a HIPAA violation ies for BAs. If you are

© 2013 HCPro, Inc.
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unsure about a cert acy officer, compliance

officer, or information security officer (ISO).

Case scenario #1: Celebrity sighting

You work for a billi ring a patient bill
when you recognize the patient’s name—he’s the shortstop for the

Chicago Cubs. Apparea ians at the hospital for which your

company provides bj ormed an outpatient procedure on

his shoulder.

g service

During a break late ho works at the
hospital to learn more about the famous patient. She cared for the
patient and discuss few more minutes,
but you think abou rsation as you prepare to return to work.
The conversation was not malicious, an tween friends, so it

seems harmless. But somethin as inappropriate.

Did you

m Yes. You and your friend violated k A, and this was
potentially a breach. Ye port it to your supervisor,

for investigation. You regret
that it happened and iz e had no business inquiring
about the patient because it had o do with your job. Your

have told you that she
ou. This is a HIPAA

ersation was harmless.

© 2013 HCPro, Inc.
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Patients’ right to pr e well-publicized

cases, such as when actor George Clooney received treatment after a

motorcycle accident and when former Presiden@Bill Clinton underwent

cardiac surgery. In both cases, staff members physicians accessed
the patient’s information strictly out of curiositys|not for a work-related
need. Disciplinary s involved endured

public embarrassment.

Privacy Rights of P th Plan Members

BAs are both direct

certain privacy rights of individuals.

iable for supporting

Access to one’s

Patients and plan members ge right to view and receive
h BA and CE or
er the BA has PHI in a

ed by the original CE and, if so, how

a copy of their PHI in a designated recor
upstream BA must agree contr

designated record se

transmitted, in any form

Amending PHI

Patients and plan members have a right to amendments to their

PHI. Unlike updating a plan, this refers to

hen relevant to a

© 2013 HCPro, Inc.
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patient’s care. For e or her medical record

and notice that a laboratory test is missing or incomplete. The patient

may then request that an amendment be added#® the record. CEs are

not required to agree, but if they do, the PHI by BAs may require

amendment. BAs and CEs should agree on pr ures for this situation.

Restrictions on PHI use and disclosure

Patients and plan myg

their PHI is used a

t to request restrictions on how
whom. Generally, CEs are not
ever, the Ot

required to agree. bus Rule requires healthcare

providers to agree laim not be submitted
for a service or item for which the patient pays in full out of pocket.

Any restriction that y upheld. Some
restrictions may affc agree on how to

respond when this occurs.

Accounting of disclosures

Patients and plan and receive an

accounting of certa uring the previous
six years. This accounting or report excludes digelosures for treacment,
payment, healthcare operations, 2 sures the patient or plan
member has authorized i isclosures must be tracked
burposes). BAs are directly
responsible for knowing whi es require tracking and, if
relevant to the BA’s circumstances, tracking ch disclosures.
Furthermore, BAs must have an on-d retrieval and reporting

I’s accounting request.

© 2013 HCPro, Inc.
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This handbook, which provides fundamental privacy and security training for new and
seasoned staff, is updated to reflect the Modifications to the HIPAA Privacy, Security, Enforce-
ment, and Breach Notification Rules under the Health Information Technology for Economic
and Clinical Health Act and the Genetic Information Nondiscrimination Act (also known as
the Omnibus Rule). It includes scenarios that depict workplace practices specific to staff and
settings to educate them about their role in protecting patient health information. A quiz and
certificate of completion help ensure that your staff understands what the law requires.

This is one in a series of HIPAA handbooks for healthcare workers in a variety of roles

and settings and business associates to help ensure their compliance with the requirements
of the new Omnibus Rule. Other handbooks in the series are tailored for the following
members of the healthcare team:

e Behavioral health staff ® Long-term care staff

e Coders, billers, and HIM staff e Nursing and clinical staff

e Executive, administrative, and e Nutrition, environmental services, and
corporate staff volunteer staff

e Healthcare staff * Physicians

¢ Home health staff e Registration and front office staff

Need to train your entire team or organization?
Volume discounts are available for bulk purchases. Please call 877-233-8828 for more
information.

Blend handbook training with our HIPAA Privacy and Security eLearning Library
HCPro's HIPAA elLearning courses are updated to reflect the new provisions set forth in
the HIPAA Omnibus Rule. Visit us at www.hcmarketplace.com, call 877-233-8828, or email
esales@hcpro.com for more information on our other training resources.
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