Telecommuters:

rity,

iigh fs

—
=T




A Training Handbook for Telecommuters: Privacy, security, and
s’ rights is published by HCPro, Inc.

ro, In

s of America5 4 3 2 1

irabello, Senior
Pierre, Creati

It professional counsel for

discounts. For more information,

Visit HCPro at its World Wide Web sites
www.hcpro.com, www.hcmarketplace.com

05/2004
19539



Patient pri

Case
Case

Final exc




HIPAA Training Handbook for Telecommuters

A

inical infra-

ndards for
She helped

er-based



Intended

hcare

s to health-

ce, or



re covered entities

patients in
other set-

physical

o occasionally access protected
[ ice or in a mobile situa-

on the status of a
atient from a computer in an airport lounge or

. Its case
in protecting patients’
information from harm.

individual.
that his or



do their

fessional’s code of ethics. But as of A en the
Health Insurance Portability and Acc ili 1996

illegal
individ
health

HIPAA patient pri-

vacy. It i ir health

records , and limit
the wa i ion. It requires
administrati i ect the con-

fidentiality, i . es already
provide s gh existing

statutes irst time.

HIPAA ho inten-
tionall an be
fined a p to 10
years. n fines—
and tre loyer.

HIPAA lis i . One of its



HIPAA Training Handbook for Telecommuters

ople ily mo
plan to
This is the “he
goal is/to create penalties for those w

fit programs. This goal is addressed in buse provi-

sions tk

In add v, adminis-

trative ifi privacy and

protect the
information
information
bss. HIPAA

health plan,
mber
rather i i for

provid

Because i idi [thcare-

related/services and so much health information is being stored



HIPAA Training Handbook for

troni the HI rivacy an

rotection

lecommuters

t, payment,



HIPAA Training Handbook for Telecommuters

is more serio , so it brings stiffer

penalties. Th s as high las $250,000
and g are exam-
ples
¢ Knowing ion of HIPAA
0 fine
e Gaining formation under false pretenses
),000 fine
. ing patient information with harmful intent or selling
eanda
What is PHI?
PHI is|infor bes his or
her h t. HIPAA
speci the patient’s
relatives, emplo ers. The most common



HIPAA Training Handbook for/Telecommuters

HIPA nformation created or
recei lan, or other entity
that r ental
healt the provision of healthcare

e H ipti care serv-

s for eligibility determination or referral authgrization



HIPAA Training Handbook for Telecommuters

tifiers SSOCi ith an Ith informati

caid for se
formance-i

patients

tion for

Sometim

formed.

order to
tion is a

medical i st several

diagnost ital signs



HIPAA Training Handbook for Telecommuters

ure thi rmation remains confi-

and t itted.

makes distinctions between iti nd business

iates. A covered entity is a heal ider(e.g., hospi-
e, etc.),

e, Medi-
of health-
ouse (i.e.,
althcare

ers of its

ork force

the cov-

protect any

sociate. For example, the telephone company representa-



HIPAA Training Handbook for Telecommuters

10

tive i ble s to yo e so you €an provide
teleco i access to[PHI for any
functi iate. The
express mail courier who delivers ty ohysician’s
office ffrom a transcriptionist would o the PHI

conta i e is not a
busines . course of

busin HI, the company is hot a busi-

All members of the work force at a covered entity and business
associ ayment serv-
ices i eds to see
patie . ployees have
no ac ientsi paper—

becau example, a

plan ¢ containing
PHI s iting destruction.

HIPA/ i e to use or
share ini i i y need to
effecti . look at the
e correct
codes ion of the



HIPAA Training Handbook for Telecommuters

The mi ot apply
healthcs ionship

patient.
access t@ all health information about

vide the best healthcare services possi profession-

medica looking &
patient : Do | need to know

my job? i ation | nee

Depend nsiderable ¢
ited acc a medical

working d specific

safe in
do not

records

11



HIPAA Training Handbook for Telecommuters

12

As a i to an infor-
mati . You may
only ies of allowed
items. You also must ensure that no records over

your shoulder when you are workin them on the

are detailed
and other
hare limited
informati ient as a
care ation in
view i i know the
neig eal any PHI
you tient has indi-
cate ormation in
the e
Thes the health-
care izati i you know a
hosp u can reveal
PHI t of the hos-
pital he hospital
s?
ed entity to
nd an infor-
se persons
ing and



HIPAA Training Handbook for Telecommuters

implementi aniza privac security policies.

Many busi ities have also

created

If you te
privacy
them. T

meetin rity rules. If you are
employé me your own priva
security| offici and procg

evidenc You prob
which contract.
The followi cting health informa-

tion, whe usiness

* Do ent-infor-

are mobile
tant, tablet
e sure you

as in the

13



HIPAA Training Handbook for Telecommuters

of a her t aving i ). If you
healt e precau-
to en indications of

business for safety reasons. A ecautions

computer
ntity or
enticate
e). The

what you

they are no hredded
aced i ivery to a recycling

must never be left

business

e or other

14



HIPAA Training Handbook for Telecommuters

software, a po urge p

ures—they ing accused of

wrongdoing as they are to protec

These s
of PHI, e

sibility example, the power-surge pro-
tector ¢ iality, but it does ensure that
data ar i computer
and th

Many ¢

emplo ical records

15



HIPAA Training Handbook for Telecommuters

16

even be than a mobile phone

to cond

The most important measure in truly p
rity is the human element. You must n
hear or
tions to
the rule
are not

needed.



HIPAA Training Handbook for Telecommuters

er have the

r\ swer Even i nd your si
A ) right to lo
i health.

Looking at patient records for any no

at private

is cause for

dismissal and you share

ther delib-

or repeat confidential information that you discover,
erately or by a ose your job.
the

ation is a

This rule appli working

premises or fr ntial infor
responsibility that the entire work force shares, regardless of

where its me

anyone
person’s
ters can

ter techni-
to conduct
rent pass-
ssword is to
t, and

rity official.

report the incident to your supervisor or information-se

17



18

Id you

it privat i i i ring from
surgery, he will i er to con-

tact yo

Case

list in

atient

. If you are
or burn

in or your

own shredder.



HIPAA Training Handbook for Telecommuters

Computer syste nd troni rmatio
tfransmissic

What security measures are nee

There are many benefits of telecommuti are
organizat . But there are also
unique iss . Outsourcing—especially
involving nited States—has become

controversial. ou can minimize risks for

HIPAA doe i oe in
place for
muters di
covered
covered
will want i oncern-
ing the tele
computin
telecom

hours exp

contractu

The agree ommut-
ing as an i iness

associate, or if you are a business associate yourself. As



andbook for Telecommuters

not use
ware o

liability

If you u

fication |0

yee,

upon s

n agreeme
ests of yo
mmuting

s business

ommuting
puting of
ion.

ing
, but all

rmission.

be under-



HIPAA Training Handbook for Telecommuters

place. The agree shoul

HIPAA's

routine

they are

must be

matters.

various

21



HIPAA Training Handbook for Telecommuters

22

at pro

ined—and

If you are
u will be
are self

policies.

cidents are,
documen-

n important

> manner,
Physical

ter agree-
or, fire

or, and



HIPAA Training Handbook for Telecommuters

other reasonab sical uards. greement

require @ work

It is always a good idea to have a physi

equipment and furniture in your work

a safe i . ent, it is a

good i in your

PASSIWORD

system

If you

zation’

or pet’s be found

23



HIPAA Training Handbook for Telecommuters

24

embering your pass-

tion of Yo Wi num-
bers, and i ets all the
requirem [ ber

because

security . @mple, if
the cove i i ork
(VPN), this your

telecommuti use a

use. If it [ signature or use encryp-

tion, be s

Faxes
Faxes ha i one to
error tha i i informa-

tion can easily fal i be a vio-



HIPAA Training Handbook for Telecommuters

lation of the p rule. re faxi ient i ion,

mation ion and noti-

fy the i t so he or

If you i ient informa-
tion, te ahead of
time s g an elec-
tronic i hine that

is avail on desk, or

sage on the receiving end. Never send

25



HIPAA Training Handbook for Telecommuters

a pati an e-mail over a pub-

s allow it. If they do,

e sure your message doesn’t go to

achine is in
laces faxes

command.

26



HIPAA Training Handbook for Telecommuters

pass an tr m. Sh you shar

No. HIPAA requires th [ asswords

/ A for each user who has i access to
\) . facility

keeps track of er ID and

passwaord you . use your

every time
for others
n your

passwaord bec is i indi will know

passward, it takes no time at all for him or her to gain access to

27



HIPAA Training Handbook for Telecommuters

PHI. He or she ¢ intro iruses us soft-

ware intg a syste

have ti fo ta
related files ar . t your
daughter use

query
with yo
tem to see wheth
should
log in to
¢ A u need,
\J Move to

28



HIPAA Training Handbook for Telecommuters

a private i ty room, where no

one else b rmation.

Patient pri

As a telec oility for
addressin ectly in a
healthcare still important for you to be

aware of i siness associate, you may be

required
available

amendme

different
patients u
informatic

tices, also

29



HIPAA Training Handbook for Telecommuters

e Right to ac eir h inform is rightjincludes

ed by having the information [ e legal

n to withhold access. The ind ght to

cannot eradicate an original

and this
e it is dis-

es of their
that a

manage-

a list of

the covered entity has provided someone outside of its

30



HIPAA Training Handbook for Telecommuters

bout dividu the

. For example, when a hospi n’s
unicable disease to the state’s i part-
asks for
ed to
ides the
ient’s care, this disclosure is

isted on t

ter, you may be in a position

31



HIPAA Training Handbook for Telecommuters

32

ing lists t

research ust be
in writing ion use
their info

Patients a
an autho
allowed
mented i
before th

autho-
the

HIPAA p
rizations
patient a forma-

tion beyc ine

It should i i.e., affords
greater p
common
rizations.
disclosur

zation is

ply.

ment pu

located,

Psychoth i n other
PHI beca i hother-
apist that can be damaging not only to the patient but potential-



HIPAA Training Handbook for Telecommuters

5 if the into t ong ha
ers must

\py No
pperations.

erapy notes.
oral health,

results of
ems: diag-
Oms, prog-

right to i
erapy

33



HIPAA Training Handbook for Telecommuters

clos itho

ion, such as for law enforce-

lic health, abuse reportin

on or
name of

ization’s

rvices’ (HHS) Office for

s (OCR), which is charged with enforcing th

34



HIPAA Training Handbook for Telecommuters

rule. The Cent Med & Me Services (CMS) is

nd transactions and

tifying information
al resear in medical records to
ctical to seek autho-

ose records are sought for a

deidentified PHI from
ithout individual authorization. In these cases, facilities

searchers

includes
rmation,
set must

the infor-

ent in their
patients the
o restrict
a patient
agrees i ing i ation can

be give isi i name:

35



HIPAA Training Handbook for Telecommuters

cility

t opts out of the directory ent not pro-

formation to callers or visito i ther the

the

patients

HIPAA d i iliti i sk
patients thei . have a
directory, i i ients to opt

out and

36



HIPAA Training Handbook for Telecommuters

order ow th tist to view the

T
Ayr

er obtain authoriza-

record yau plan to
release or it must remove the identifyingginformation so the
researcher has no way of knowing wh atients are. The

researcher coul federally regulated

institutional revi llowing the disclo-
sure of the recor tification when it has been
deemed fthere is isk.
Case #11

A patient knows you are a business-associ-

ician, land
send any dict ici omply
with this request?

would probably
a diff

ormally

could u

material

Case #12

I

37



HIPAA Training Handbook for Telecommuters

38

herself as the nt’s
licenselin an
the woman b

Unless healthcare profes

facility.
facility

provide

explain
confidentiality, the fac

the best

and indi-

ty abides



HIPAA Training"Handbook for Telecommuters

Final exam

True or False?

The criminal penalties for improperly disclosing PHI can
include fines of up to $250,000 and prison sentences of up
to 10 years.

. Privacy protections cover patients’ health-related infor-

mation, such as the reason for treatment, when the infor-
mation is identifiable by patient address, age, Social
Security number, or phone number.

. Passwords should be a minimum of six characters and

should include both letters and numbers or other special
characters.

. You must retype a report when the patient has requested

an amendment to the document.

. Facilities must obtain authorization from new mothers

before sending their names and addresses to a local cloth
diaper service who will send the mothers coupons and lit-
erature about their services.

. Coders who work from home are advised to use their fam-

ily computers to do their work rather than a computer pro-
vided by their employer.

. A case manager working for a health plan may log on to

a computer from a hotel to review her case load.
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8. Remote transcriptionists should have a contingency plan
that spells out what they would do if their computing
equipment is damaged.

9. A customer-service representative may not have access
to any PHI.

10. A physician completing records at home in the evening
would probably be best served by using a notebook
computer in the family room.

Muiltiple choice

11. A man comes to your home office and tells you he is
supposed to set up the hospital’s computer you use with
special new anti-virus software. How should you respond
to this request?

a. Provide him with the access he needs

b. Ask him who at the organization hired him and verify with
that person

c. Call the police

d. None of the above

12. Your sister’s friend just had triple bypass surgery at one of
the facilities for whom you provide coding services. She asks
you to find out his prognosis. What should you do?

a. Call a nurse you know on the floor and pass the informa-
tion along to your sister

b. Log in to the computerized record system and read the
patient’s record to find information for your sister

c. Explain that it’s a violation of the patient’s privacy for you to
ask around or look at his record, and suggest that she call
one of her friend’s family members

d. None of the above
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13. Under what circumstances are you free to repeat to
others’ PHI that you hear on the job?
a. After you no longer work at the organization
b. After a patient dies
c. Only if you know the patient won’t mind
d. When your job requires it

14. Which of the following are common features designed
to protect confidentiality of health information that you
may keep in your home office?

a. Lock on the door of the home office room

b. Password to gain access to computerized records

c. Rule that prohibits anyone other than an authorized rep-
resentative of the hospital from looking at records

d. All of the above

15. You notice that several files on the computer you use
as part of a billing service for physician offices are cor-
rupted. What should you do?

a. Ignore the problem; it was probably something you mis-
takenly did

b. Fix the problem by running your anti-virus software

c. File an information-security incident report with the
physician office

d. None of the above

16. Which of the following does HIPAA require if you are a
business associate?
a. A business associate contract
b. An agreement that your workplace follows OSHA
requirements for injury prevention
c. A home inspection
d. All of the above
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17. When is the patient’s authorization to release informa-
tion required?

a. In most cases in which patient information is going to be
shared with anyone for reasons other than treatment,
payment, or healthcare operations

b. Upon admission to a hospital

c. When patient information is to be shared among two or
more clinicians

d. When patient information is used for billing a private insurer

18. You have been asked by a physician to start sending
claims you code for her directly to the health plan.
What should you do?

a. Deny the request because it is against HIPAA regulations

b. Send the claims to the health plan through your com-
mercial e-mail system

c. Establish an agreement with the health plan regarding
how you will send the claims

d. Hire a healthcare clearinghouse to send the claims for you

19. Which of the following is an incidental disclosure?
a. A patient sign-in sheet at the dentist office
b. A patient’s medic-alert bracelet
c. A conversation with a patient who is hearing impaired
that is overheard from another examining room
d. All of the above

20. Which of the following types of information does
HIPAA’s security rule protect?
a. Patient information in electronic form
b. Patient information communicated orally
c. Patient information in paper form
d. All of the above

(Sign your name on the above line if you have completed this quiz.)
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Answers to the
final exam

11.
12.
13.
14.
15.
16.
17.
18.
19.
0.F 20.
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