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HIPAA;Training
Handbook for
Long-Term . Care:

Privacy for Frontline Staff

What isHIPAA?

We try our best to give residents the highest quality healthcare.
As part of the promise.to_care for them, we keep information

about their healthprivate. Until now, this promise was simply part
of health care’s code.of ethiesiBut under a new national law that

goes into effect in April2003, it will be illegal to violate this code.

This new law, the Health Insurance
Portability and Accountability Act of
1996, or “HIPAA” for short, includes
punishments for anyone caught violating
resident privacy.

Those who do so for financial gain can be fined as much
as $250,000 or go to jail for as many as 10 years! Even
accidentally breaking the rules can result in penalties—
and embarrassment—for you and our organization.
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Privacy.for Frontline Staff

Do you needitorknow?

Most of HIPAA is common sense. Just follow the simple
“need to know” rule. If you need to see resident information
to perform your job—as doctors, nurses, CNAs, and billing

clerks do—youparesaliowedsto,dosso.

But even doctors and nurses don’t have the right to look at all
the information about every resident. For example, a doctor
caring for one resident has no right to look at the medical
record of other residents unless that doctor is helping to care

for them too.

Before you look at resident information, ask
yourself, “Do I need to know this to do

my job?” If the answer is no,
don’t look.

If the answer

is yes, look at only
the information
you need, and
don’t share it with

anyone.
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Privacy.for Frontline Staff

Even the trash'is'private

Trash cans can trap you into violating HIPAA. Resident informa-
tion stored on paper or computer disk should never be thrown
into an open trash can. The reason is simple: No ong knows

who might endwupsseeingithestrashyonce it leaves the building.

If you see resident information in an open trash
container, tell your supervisor or a supervisor in
the area.

He or she can get rid of it properly, either into a
locked bin until it can be destroyed or directly

into a paper shredder. ﬁ
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If you spot someone breaking the rules, report
him or her either to your supervisor or directly to
the privacy official.




Privacy.for Frontline Staff

When shouldilsstart?

HIPAA's privacy rules don’t start until April 2003. But that

doesn’t mean you should wait until then to follow these

privagy rules.
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HIPAA Training.Handboo
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HIPAA Training.Handbook for. Long-Term.Care

Case #3
r\ A friend is worried because his girlfriend is in
Q ) 2 local hospital. He asks you to find out any-
thing you can since you are friends with all the
discharge planners from the local hospitals. Should you try

to find information for your friend?

No. Suggest to your friend that he call or visit
the information desk. If the patient has agreed
to have her information available, the staff at

the information desk can give it to him.

Do not seek out resident or
patient/information unless
you need it to do your job:
When you happen to hear
resident or patientsinfor=
mation, do not/repeat

it to anyone.

TINFORMATION
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Privacy.for Frontline Staff

Case #4
r\ You pass by a nurses’ station where residents’
Q ) names are listed on a white board. You spot
the name of a close friend’s grandmother.
Should you stop by her room?

No. If you learned of your friend’s grandmoth-
er’s stay only by looking at the white board,
you should not go to her room unless your job

takes you there.

If you find out'from'the resident or her family member that
she is staying at the facility, feel free to visit her. But be sure

to follow the facility’s visitor policies.

Resident
Joe. Gikh
\illiam Dee.

NURSES'’
STATION
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HIPAA Training.Handbook for. Long-Term.Care

Case #5
r\ You are walking by a trash can and notice a

Q ) pile of medical records has been laid on top of

the trash. What should you do?

Don't just take the records to a shredder or
locked container yourself. Take them to your

supervisor.

He or she will tell the facility’s priva-
cy official, and they will try to figure
out why the records were not
destroyed before they were

thrown out.
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Privacy.for Frontline Staff

Final Exam

1. You are working at your facility when your

elderly neighbor is being admitted from the local

hospital. Her family lives out of state. You see on

the records, “unable to reach next of kin.” What

should you do?

a. Contact the neighbor’s family members and tell
them.

b. Say nothing and pretend you don’t recognize your
neighbor.

c. Tell the director of nursing that you know how to
reach the person’s family.

d. none of the above

2. When are you allowed to repeat private health
information that you hear on the job?

a. after you no longer work in the resident

b. after the resident dies

c. only if you know the resident won’t mind

d

. only when it’s necessary to do your job

3. Your friend’s grandmother fell while she was a
resident at your facility and is having surgery at
one of the local hospitals. Your friend wants to
send flowers and asks you to find out which hos-

©2002 Opus Communications, a division of HCPro. Unauthorized duplication’is prohibited. 13



HIPAA Training.Handbook for. Long-Term.Care

pital her grandmother was admitted to. What

should you do?

a. Tell your friend that you cannot find out for her, but
that she can call the different hospitals in the area
and ask whether her grandmother is staying there.

b. Search for the grandmother’s name in the computer
database.

c. Find a list of residents who were discharged and look
for the grandmother’s name to find out which hospi-
tal she was admitted to.

d. Ask all the nurses whether they know where the

grandmother went.

4. You are cleaning up at a nurses’ station and

find an open recycling bin full of paper. You can

see names, addresses, and numbers on the

paper. What should you do?

a. Nothing. You can’t be sure the information has any-
thing to do with residents.

b. Show it to your supervisor in case the information is
private resident information.

c. Ask the nurses who work there what information is
on the paper.

d. none of the above

14
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Privacy.for Frontline Staff

5. What question should you ask yourself before
looking at resident information?

a. Would the resident mind if | looked at this?

b. Do | need to know this to do my job?

c. Can anyone see what I’'m doing?

d. Am | curious?

6. Healthcare workers can go to jail for selling
resident information.

True or false?

7. Doctors are permitted to see all information
about every resident.

True or false?

8. Resident information should never be thrown
away in an unlocked bin unless it has been
shredded or destroyed.

True or false?

9. The privacy rules explained in this booklet
shouldn’t be followed until April 2003.

True or false?

10. The privacy official enforces HIPAA privacy
rules.

True or false?
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HIPAA Troinin%
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2.D
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