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This book explains ¢heé Health Ins
Act of 1996 (HIPA
relevant to registration stafl members. It also addresses the Health

al Health (HITECH)

d breach notification provisions, and

ce Portability and Accountability

as applicable and

Information Techn
Act of 2009 privacy,
the 2013 Modifications to the

cy, Security, Enforcement,
nformation

th Act and the Genetic

ct (Omnibus Rule).

and Breach Notification Rules under the
Technology for Economic and

Information Nondi

The intended audience includes the following:

* Registration staff
* Front desk sta

e Patient access staff
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Learning Objective

After reading this book, you should be able tod@l the following:

e Describe how HIPAA and the HITEC t affect covered

entities and y

* Summarize how, atient privacy and confidentiality

during the reg

* Explain patiet pect to accessing their medical

information

tients your facility’s

e Determine whether disclosur ed health information

are acceptable

e Protect confi information during the registration

process by fol

¢ Identify whicl bnly encountered by registration

or patient access's o rotected by HIPAA

© 2013 HCPro, Inc.
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HIPAA Basics

HIPAA is a broad federal law that establishes

to which all U.S. patients are entitled. It also

c privacy protections
lishes obligations for

organizations such as this one to follow.

Most hospitals and healthcare organizations have always had strict

federal law to proteq i ersonally identifiable health
information. Under i right to have their health
information kept pr; ¢ than just an ethical
obligation of physiciar ¢ federal law with civil
and even criminal penalties for violations.

Whether you are a me egistration staff, a member of the
patient access staff, or in a similar have constant access to
s and their families
nderstanding what HIPAA

acy and security is particularly important

PHI and may regularly communicate
and friends, as well as your
requires with respe
for you. No matter a hospital, laboratory,
radiology center, skilled nursing facility, or offices—you must understand
what HIPAA requires of you to keg

ormation, in any form

(e.g., written, verbal, o

HITECH Act and Omnibu

© 2013 HCPro, Inc.
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The HITECH Act

enforce privacy and security protections for patient data, and it raises

orities more power to

the fines for noncompliance.

The 2013 Omnibus Rule implements many of HITECH Act’s

provisions, and add

Terms You Should K

Covered entities

HIPAA’s Privacy, S d Omnibus Rules
apply to all covered entities (CE). CEs include health plans, healthcare

clearinghouses, and such as physician

practices, therapists, ctices, hospitals, ambulatory facilities,

skilled nursing facilities, home cies, and pharmacies.
Your employer is a CE. All HIP. entities, including your
employer, must co IPAA rules or face civil and even

criminal penalties.

HIPAA establishes yw patients’ protected health

information or PHI pased. PHI includes any infor-

PHI may include o

number, or insuran i . i¢allidentifiers include

© 2013 HCPro, Inc.
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names, addresses, e ates of birth, telephone

numbers, email addresses, Social Security numbers, medical record

numbers, member or account numbers, finger

ts, photographs, and
characteristics that can identify an individual,[§lich as an unusual job.
However, informati can still point to one
patient. For example, if only one patient underwent a particular

procedure this week, would be enough to identify the
patient and would b
PHI includes demog a patient, as well as
financial and health d to a specific patient.

PHI includes billing information, insurance eligibility or coverage, the

reason a person is si ts and medications a

patient may receive, te ergies, observations about a patient’s
condition, information about pas itions or treatments, and
discharge planning information. The O le explicitly adds
genetic information about i their family members to the

definition of PHI.

Minimum necessary/need to know

Only individuals with an a ed to know” to perform their
jobs may have acces uires healthcare workers,
including registration 2 , to use and share only the

minimum necessary information heir jobs.

All members of the w her patient care facility

ean everyone needs

© 2013 HCPro, Inc.
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to see health infor

information about that patient. This means y
acquaintance’s telephone number, check a fa member’s laboratory
results, view a friend’s diagnosis via the computet or in the paper record,
or access or view th being treated at

your facility.

As a registration sta brk with vast quantities of PHI

every day. Rememb ected, confidential information.
Although you may !
computer systems afid paper re AATequires that you access
only the patient information that you need to perform your job. For

example, you will s , deal with insurance
matters, and interact althcare providers. However, you may
access only the portions of patien ords that are necessary to
perform your job and only the records nts you need to access
to perform your job. Accessi information or other patients’

information is a vio

Minimum necessary/need to know: As}

Ask yourself the following g pre accessing any patient

information or disc 0 someone else:

* Do I need this to perform

e What is the least amount of in I need to perform

my job?

© 2013 HCPro, Inc.
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* Does the pers eed to know this

information to perform his or her job?

Case scenario #1: Celebrity sighting

You overhear anoth gistration staff register
the mayor of your small town. Later, during lunch in the cafeteria, you

inquire about the proced mayor is undergoing, and your

m Yes. You both violated . You shouldn’t have asked and
your colleague shouldn’t have provided this information,
because you didn’t 0, a crowded cafeteria

where others could easily was an inappropriate place for this

inappropriate conversation. The patie rivacy has been violated

in some well-publicized cases. UCLA ter terminated 13

employees and suspended si 008 for inappropriately accessing

or viewing singer Br

Privacy

Patients receiving me are vacy whether they are in a
hospital, a physicia or another healthcare setting.
They expect to interact with che caregivers, and support
ay from the public

HI will not be shared

staff, including registration and front des
whenever possible, and

with individuals w

© 2013 HCPro, Inc.
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DOS AND DON'TS FOR PROTECTING PRIVACY

Dos Don'ts

Avoid discussions about patients in el- Don't discu tients other than when
evators, cafeteria lines, nurses’ stations, | necessary faFWork-related purposes.
and other public places

outside the facility

Keep paper on desks faced Don't leave appointment schedules,

folders when others ma yedical records, encounter forms,
may have copies of ins boratory requisitions, or other patient
orders, or other documg bcuments unattended.
PHI at your desk. Keep
facedown or cover it if ¥

even if only for a moment.

Take extra precautions mation that you over-

other guests accompany hear or see as you work with anyone

ensure that they don't see PHI. ho doesn't need to know.

Discard patient information by shredding ut reminders to yourself

it or storing it in a locked container for otes or telephone message
future cross-shredding and de otepads—they may contain PHI. Pa-

in accordance with org k ontains PHI isn't always a

Double-check your mailings and appoint- D is nearby. Registra-

ment reminders. If you inadvertently are in open, crowded

address a reminder to the wrong ons. Remember that you may not
you inappropriately dis¢ le to see everyone around you. You
patient’s information, a p be unaware that someone in a
that must be reported to your superv dmitting booth who is not vis-
or privacy officer for investigation. i verhear what you say.

Keep your voice as low as possible.

© 2013 HCPro, Inc.
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Dos Don’ts

Be aware of paperwork strewn about Don't post it@éms containing PHI in
when you register a patient at your desk. | public areas Even patients’ thank-
Turn papers facedown i ed publicly, can be

do so. Eyes wander, and the number of problematic for you if the persons who

sent them don't want their visits to your

individuals who can read upsi
is surprising. acility made public.

Ask patients to step back'ffom the n't leave messages about patient

registration area while wait their nditions or test results on answering

turn so they don't overh anyone other than the
pertaining to others. Ke€p¥y ritten permission to
low and turn away from the public area.

Use discretion with resg

of calling them by name D about after you are done reviewing or
When verifying a patie
consider omitting the year. And be
extremely careful when discussing the
reason for a patient’s visit.

Case scenario #2: eed to vent

During breakfast at a local pancake housc® long overnighe shift in
the emergency departme

conversation includ

© 2013 HCPro, Inc.
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who were involved i

intoxicated driver.

; Did you do anything wrong?
m Yes. A pri if others were

records to log computers when away from their desks

e Turning computer screens away from public view or using privacy

filters so that information is nQtes déntally

* Monitoring ad ords by maintaining and

reviewing audit t the records are being used

appropriately

or employing i i pany

10 © 2013 HCPro, Inc.
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This handbook, which provides fundamental privacy and security training for new and
seasoned staff, is updated to reflect the Modifications to the HIPAA Privacy, Security, Enforce-
ment, and Breach Notification Rules under the Health Information Technology for Economic
and Clinical Health Act and the Genetic Information Nondiscrimination Act (also known as
the Omnibus Rule). It includes scenarios that depict workplace practices specific to staff and
settings to educate them about their role in protecting patient health information. A quiz and
certificate of completion help ensure that your staff understands what the law requires.

This is one in a series of HIPAA handbooks for healthcare workers in a variety of roles

and settings and business associates to help ensure their compliance with the requirements
of the new Omnibus Rule. Other handbooks in the series are tailored for the following
members of the healthcare team:

e Behavioral health staff * Home health staff

e Business associates ® Long-term care staff

e Coders, billers, and HIM staff * Nursing and clinical staff

e Executive, administrative, and ¢ Nutrition, environmental services,
corporate staff and volunteer staff

e Healthcare staff * Physicians

Need to train your entire team or organization?
Volume discounts are available for bulk purchases. Please call 877-233-8828 for more
information.

Blend handbook training with our HIPAA Privacy and Security eLearning Library
HCPro’s HIPAA elLearning courses are updated to reflect the new provisions set forth in
the HIPAA Omnibus Rule. Visit us at www.hcmarketplace.com, call 877-233-8828, or email
esales @hcpro.com for more information on our other training resources.
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