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tems Security Association
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and privacy national co
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Intended Audience
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This book explains ¢hé Health Ins

Act of 1996 (HIPA

ce Portability and Accountability
as applicable and
relevant to long-term care management, staff members, and volunteers.
It also addresses th
Clinical Health (H

notification provisions and the

gy for Economic and

t of 2009 privacy, security, and breach
ifications to the HIPAA

cation Rules under the

ic and Clinical Health Act

ndiscrimination Act (Omnibus Rule).

Privacy, Security, Enforcement, and Breac
Health Information Technolo

and the Genetic Inf

The intended audience includes the following:

* Facility owners Therapists
Nursing directors
* Chief operating officers

g management

¢ Chief financia rs acted staff
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¢ Administrato d nursing assistants

* Department heads

e Nurses

¢ Administrative staff

Students

Learning Objectives

This book explains 'AA and HITECH Act requirements for

privacy and security of patient . It covers workplace practices
that protect patient privacy and ensure t y of confidential
health information. After readi , you should be able to do

the following:

* Describe the HIPAA and HITECH Act privacy, security, and

breach notification requirements fo d entities

* Define protecg n and explain why protecting

patient privac

e Summarize how to protect confider Ich information by

following proper

© 2013 HCPro, Inc.
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e Describe how ation you may come

across while performing your job

* Contact the correct individual with youfquestions about

protecting patient privacy

* Identify and report suspected privacy and security incidents

appropriately

HIPAA Basics

HIPAA is a broad f basic privacy pro-
tections to which all U.S. patients are entitled. Its original goal was to

make it easier for ingiywi alth insurance plan

to another as they ¢ or become unemployed. The law also

requires that common electro ions, such as insurance claims,
be in a standard form for healthcare orga and payers. The
government has made transitioni nic health records a
priority and has incre to ensure that the transition does
not compromise pa
Most hospitals and healthcare organizagie always had strict

privacy and confidentialit ere was no overall federal
law protecting the p f personally identifiable

health information.
With the enactment of HIPAA, patients’ right télhave their health
information kept priv, re than just an ethical

obligation of physic i hcare facilities such as

© 2013 HCPro, Inc.



HIPAA Handbook for Long-Term Staff

this one—it becam n criminal penalties

for violations.

Whether you are a facility owner, department hedd, administrator,

nurse, therapist, housekeeping staff member, sgudent, volunteer, or
vendor, you have ac u also may regularly
communicate with patients, their families and friends, and your

colleagues. Understan A A requires with respect to privacy
and security is esped
No matter where yo st understand what
HIPAA requires of you

written, oral, or electronic), private and secure.

on, in any form (e.g.,

HITECH Act and Omni

2009 became
CH Act, a subset of that law,

The American Recovery and Reinvest
federal law February 17, 2
enhances HIPAA’s s. Further, it gives
more power to fede rce privacy and
security protections for patient data, and it sigaificantly raised the
penalties for noncompliance.
More specifically, t ts use of patient information for
marketing purposes, gives pa chts regarding their informa-

tion, makes business associates directly ompliance (while

remaining contractually liable to cov ities), and mandates breach

notification to affec artment of Health and

Human Services (

© 2013 HCPro, Inc.
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The 2013 Omnibus HITECH Act’s pro-
visions as well as new protection for genetic information, as mandated
ct (GINA), and new

thens requirements in

by the Genetic Information Nondiscriminatio
privacy provisions from the HHS. The rule st
the Breach Notification Rule, and it clarifies andlextends the definition
of business associat I changes affect most,
if not all, covered entities and their business associates, requiring new

contracts and new prj e rule’s enforcement date is

September 23, 2013

Terms You Should

Covered entities

HIPAA Privacy, Se

apply to all covered entities

h Notification, and Omnibus Rules

ude health plans, healthcare
clearinghouses, and most provider organi such as physician
practices, therapists, dental pra als, ambulatory facilities,
skilled nursing facilig calth agencies, and pharmacies. Your
employer is a CE. st comply with these

rules or face civil and even criminal penalties.

Protected health inform

HIPAA sets rules fo

tion or PHI may be used and

ents’ protected health informa-
can take any form including
electronic, paper, and spoken. PHI includ@ formation that can be

linked to a specific patieng or reside

© 2013 HCPro, Inc.
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PHI may include o of a resident, medical

record number, and insurance subscriber number. But information

without obvious identifiers can still point to ofi@¥esident. For example,
ure this week, the

t and would be PHI.

if only one resident underwent a particular pr

procedure would be enough to identify that p

PHI includes demographic information about the patient as well as
financial and health ig [ includes, for example, billing infor-
mation, insurance e e, the reason a person is sick or in
the facility, informa alth conditions or treatments,
treatments and med est results, photographs
and radiology imag¢ about a resident’s

condition. The Omnibus Rule explicitly adds genetic information about

individuals and the ition of PHI.

Business associates

A business associate (BA) is a per that performs certain

functions or activities i e use or disclosure of PHI on behalf
of, or provides servi ct and Omnibus Rule

make BAs directly liable for compliance with the Security Rule and

relevant parts of other HIPAA rules.

Even though BAs h
CEs must continue to
HIPAA’s Privacy and Security Rult

Rule. The Omnibus Rule changes require mo

able for certain provisions,
protecting PHI as specified by
gnded by the Omnibus

JEs to revise their BA
r 23, 2013. Going

contracts and have th -signed

© 2013 HCPro, Inc.
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forward, your orga BAs sign these

contracts before being given access to your PHI.
The types of functions or activities that may a person or entity a

BA include, but are not limited to, billing, tra iption, collections,

information techno nd data storage and
disposal, legal services, management, data aggregation, accreditation,
e-prescribing gateway, ation organizations, and patient

safety organizations

Minimum neces.

HIPAA requires that organizations follow the principle of minimum
eed to know” to
IPAA requires

inimum necessary information

necessary. Only ind jpgi
perform their jobs
individuals to access and sha
to perform their jobs without compromi ent healthcare.
Physicians, nurses, t itians, and other caregivers use PHI to
determine an indivi services are necessary.

The billing department uses PHI to bill residents and their insurers for

services and items provided. Physicians a y control directors

review PHI to ensure that resi ¢ good care. These are all
examples of treatme ay Itheare operations—all per-

missible under HIPAAS ining resident approval.
All staff members of organizations that provide¥@ng-term care
contribute to the qualj i ver, this doesn’t mean

g to all residents.

© 2013 HCPro, Inc.
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And it doesn’t mea icular resident

necessarily needs to see all of the information about that resident.

Many employees and other workforce member§fiave no access to

resident information, either via computer or o per, because they
don’t need to know portant phrase to
remember—need to know. If you don’t need to know confidential

resident information job, you will not be given access

to it. This means yo s or view medical records or

other PHI, cither o or on paper.

You are responsible Ormation in your
possession. Don’t leave it unattended or in areas where others can see it.
This is especially i rovider locations, and

areas with heavy pede

Case scenario #1: We need to ta

Two nurses need to dj ent’s treatment, and they need a place

to do so privately.

Must facilities provide a sg room for

such convers

m Privacy reg quire healthcare organizations to
provide private or sou oms. However, staff members

rheard. If a private

must take reasonable measures to avoid bel

room is not available, t-of-the-way location,

© 2013 HCPro, Inc.
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This handbook, which provides fundamental privacy and security training for new and
seasoned staff, is updated to reflect the Modifications to the HIPAA Privacy, Security, Enforce-
ment, and Breach Notification Rules under the Health Information Technology for Economic
and Clinical Health Act and the Genetic Information Nondiscrimination Act (also known as
the Omnibus Rule). It includes scenarios that depict workplace practices specific to staff and
settings to educate them about their role in protecting patient health information. A quiz and
certificate of completion help ensure that your staff understands what the law requires.

This is one in a series of HIPAA handbooks for healthcare workers in a variety of roles

and settings and business associates to help ensure their compliance with the requirements
of the new Omnibus Rule. Other handbooks in the series are tailored for the following
members of the healthcare team:

e Behavioral health staff * Home health staff
e Business associates e Nursing and clinical staff
e Coders, billers, and HIM staff e Nutrition, environmental services, and
e Executive, administrative, and volunteer staff
corporate staff * Physicians
e Healthcare staff e Registration and front office staff

Need to train your entire team or organization?
Volume discounts are available for bulk purchases. Please call 877-233-8828 for more
information.

Blend handbook training with our HIPAA Privacy and Security eLearning Library
HCPro’s HIPAA elLearning courses are updated to reflect the new provisions set forth in
the HIPAA Omnibus Rule. Visit us at www.hcmarketplace.com, call 877-233-8828, or email
esales@hcpro.com for more information on our other training resources.
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